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Dear Prof. Asokan: 
 
Please find below the advisory committee’s report on the status of the CLOSE project. This report is based 
on the CLOSE project meeting that took place in April 2015; it is composed of, and endorsed by, all 
committee members. 
 
Sincerely, 

 
 
Gene Tsudik 
Chancellor’s Professor of Computer Science 
Director, Secure Computing and Networking Center (SCONCE) 
University of California, Irvine 
(949) 824-3410 
 
 
 

GENERAL OBSERVATIONS 
 
Overall, the advisory board was both happy and impressed with the state of the CLOSE project. The 
presentations demonstrated that CLOSE is well positioned in terms of its research efforts that lie at the cusp 
of security/privacy and cloud computing/storage. This area is important (and becoming more so) as 
“everything-in-the-cloud” paradigm is gradually dominates the computing landscape as the preferred IT 
platform, while security/privacy concerns remain the biggest issue for its users and providers. 
 
The CLOSE project is unusual in terms of its nearly even support from university and industry resources and 
partners. The board was very encouraged to witness tight academia/industry collaboration from the outset of 
the project. This raises the chances of commercialization as well as grounds the project efforts in issues that 
actually arise in the real world. Indeed, some industrial partners have already begun experimenting with 
several proposed solutions. This is a consequence of successful industry/academia collaboration efforts 
which will hopefully lead to fast(er) adoption of research results.  
 
CLOSE’s academic progress in just one year is quite impressive, with some publications already 
accepted. While it is a bit premature to expect many (at least, systems-flavored) papers, the project 
already shows signs of lively efforts to that effect. However, given tight coupling with industry, there 
should not be too much emphasis (especially, early on) on measuring success by publications or 
citations alone. Adoption or usage of project’s research results by industry partners is at least as 
important. Success in this direction could be measured in some combination of patents and 
working/usable software artifacts.   
 
One issue to watch out for is the continuity of the work begun under the aegis of this project. PhD 
students generally need 3-4 years to finish. Meanwhile, this project is slated to last only 2 years, which 
might not be enough for the students to mature as young researchers and develop substantial results, 
again, given the systems nature of most of the work. 
 

SPECIFIC COMMENTS 
 

WP.1 Reconciling remote data access with client privacy.  
WP.2 Reconciling client-encrypted storage with deduplication & intuitive key management. 
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These two WPs were presented together. Cryptographic techniques work for incremental processing of 
encrypted data, yet they are (too) slow. So, with trusted hardware-based techniques, support became 
acceptable as performance improves. There was some debate about exactly what is the business model 
for secure de-duplication. Also what about decentralized coded files for resilience over a de-duped block 
level service? Also, what about using Alice's and Bob's trust-zones instead of hardware on the Cloud 
Server’s side. One advantage would be that Alice and Bob trust their own devices more and can use 
them as proof-of-possession of files. Another question is whether de-duplication violates privacy, and if 
so, to what extent? The board is happy about the unexpectedly quick recognition of de-duplication 
research – the paper describing relevant research results has been accepted at ACM CCS 2015, the 
flagship yearly security conference. 

 
WP.3 Detection of illicit/covert channels in twitter used to manage botnets (used to be IRC) and 
interesting ways to detect and possibly mitigate it.  This is a useful topic and an important area. In 
general, data mining social media for security reasons is a novel direction in need of more attention. 
One possibly interesting question is whether stylometric profiling techniques and/or crowdsourcing can 
be used to detect C&C twitter accounts. One meta-comment: WP.3 seems more distant/disconnected 
from other WP-s. 
 
WP.4 Detection/mitigation of unwanted objects/actions Android APK malware ML. This is surely useful 
and obviously might result in high potential impact for customers and for industry. In terms of 
publications, several journal and conference papers have been submitted and accepted, which is quite 
impressive. Notably, these publications are related to both Security and Machine Learning. Instead of 
using existing Machine Learning techniques applied to security problems, they propose new Machine 
Learning techniques motivated by novelty and complexity of security problems.  
Next steps and current issues have been identified. Certainly, 2 to 3 extra years will be needed in order 
to thoroughly tackle underlying problems. Nevertheless, partners in this work package (mainly Aalto 
University, Arcada University of Applied Sciences, Nokia Corporation and F-secure) have already 
attained good synergy.  

 
WP.5 Networking & Scalability Presentation on Secure Smart Home with SDN based Cloud Service. 
SDN/OVS (Open vSwitch) enabled home router just implements allow/deny rules, with some sensible 
defaults.  Flows that are "unusual" are forwarded to a cloud based IDS, which determines whether they 
are "good" or "bad" and installs new allow/deny rules (possibly globally, on all home routers) to mitigate 
any possible perceived problems.  Is there a Denial-of-service attack based on injecting flows that cause 
a false positive in the IDS, for what is actually "harmless" traffic e.g., one might be by spoofing source IP 
addresses. This work is clearly useful, and relates to the higher level work on machine learning 
techniques for recognizing malware, that is being done with F-Secure in the Cloud via Freedome. Could 
there be some synergy in combining machine learning expertise across IDS and Malware detection?    
 
WP.6 The main objective of this work package is to unify insights gained from previous work packages 
into system architecture. This is good since the integrative nature of this WP is important for the overall 
success of the project.  

 
 
Some minor comments based on Asokan’s project overview presentation: 
 
Slide 5.   Attack 3 seems unlikely 
 
Slide 5.   What are the safety risks, e.g., in home networking - (botnet example) 
 
Slide 10. It is well known that covert channels are generally undetectable 
 
Slide 11. The premise sounds a bit artificial. Why not contact the cloud service anonymously? 
 

 


