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2 Rationale
It is no exaggeration to say that Bitcoin has shaken the world of information technology, especially
in the context of financial applications. Although there have been several previous attempts at dig-
ital currencies, none has succeeded to the extent to which Bitcoin has. The core novel idea behind
Bitcoin is the notion of blockchains - a decentralized mechanism to achieve consensus among mutu-
ally mistrusting parties. But blockchain technology can facilitate many different applications beyond
financial transactions. This realization has led to initiatives like Ethereum [8], which introduce the
notion of smart contracts that generalize the power of blockchains to allow participating nodes to
agree on and enforce arbitrary “contracts.” Although Bitcoin is barely a decade old, the study of dis-
tributed consensus schemes, however, dates back to the 1980s – the celebrated “Byzantine Generals”
problem [14] is an example of the type of consensus problems studied by the distributed systems
community. It is natural to ask “how does traditional distributed consensus relate to blockchain-based
consensus? Do they provide the same guarantees? Is it possible to design better consensus schemes
by combining the best aspects of each?”

This research project, BCon, aims at gaining a fundamental understanding of the limits and
promises of distributed consensus schemes (using blockchains or otherwise) from an information
security perspective and using this understanding to design, build, evaluate and use practical schemes
for scalable and secure distributed consensus.

2.1 Impossibility Results from Distributed Computing

Well-known impossibility results from distributed computing spell out the limitations of consensus
schemes that can meet standard criteria like safety (all correct participants agree on the same value)
and liveness (all correct participants eventually decide on a value). For example, Bracha and Toueg [6]
showed that consensus in a loosely synchronous communication model is impossible among n =
3f + 1 participants, if more than f among them are Byzantine (i.e. can deviate arbitrarily from the
consensus protocol). Similarly Brewer et al.’s “CAP theorem” [7] showed that no distributed system
can simultaneously guarantee consistency, availability and partition-tolerance.

Consequently, although consensus schemes based on state machine replication (which we will
henceforth refer to as “classical” schemes), such as PBFT [9] are known, they have not been widely
used in practice because of their high cost in terms of bandwidth, computation and required number of
independent servers. A promising direction to improve the efficacy of classical consensus schemes is
to model each participant as consisting of a trusted component (e.g. based on the use of secure hard-
ware) and an untrusted component (e.g. implemented entirely in software) which makes it possible to
use a hybrid fault model [21, 12, 15] (i.e. untrusted components may be Byzantine but trusted compo-
nents may only have crash faults) thereby circumventing the impossibility results against Byzantine
failures. In this project, we will develop better consensus schemes for the hybrid fault model.
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2.2 Limitations of Blockchain-based Systems

Blockchain-based consensus schemes are not exempt from the impossibility results discussed above.
For example, Gervais et al. [11] showed that an attacker can doublespend Bitcoin payments by isolat-
ing the payee from the rest of the Bitcoin network (cf. CAP theorem). Blockchain-based consensus
schemes scale better than classical consensus schemes because the former, unlike the latter, only offer
probabilistic guarantees of eventual consistency.

One reason for the success of Bitcoin is that it provides incentives for miners to participate by
ensuring that the winning miner is rewarded. However, blockchain-based systems have other inherent
deficiencies in setting up incentives correctly. For example, Lu et al. [17] showed that miners in
Bitcoin and similar systems are not incentivized to validate transactions correctly (since it requires
expending compute cycles that could be more profitably used for mining). A particularly egregious
example of misaligned incentives is the case of simple payment verification (SPV). Full Bitcoin nodes
have to verify the entire blockchain amounting to gigabytes of data. Constrained lightweight nodes,
such as smartphones, cannot afford such verification. Instead, they use SPV where they request full
Bitcoin nodes to check and forward transactions that match a specified set of addresses. This requires
full Bitcoin nodes to do additional work on behalf of each SPV client but without any additional
incentive. As Bitcoin grows in popularity, the proportion of lightweight nodes will increase leading to
SPV becoming unsustainable unless the incentive problem is addressed1. We will develop alternatives
for SPV and overcome similar selected problem areas in blockchain-based consensus schemes.

A recent, but insufficiently explored, research direction to address these limitations of blockchain-
based schemes is to combine them with classical consensus schemes [13]. We will pay particular
attention to this research direction in BCon to develop an efficient consensus framework that can be
used to build distributed applications.

2.3 Applications of Distributed Consensus

Although realizing practical but secure distributed consensus schemes has been a challenge, the bene-
fits of such schemes will be enormous in many different applications. “Financial technology” (Bitcoin
and other similar “cryptocurrencies”) is the most well-known. A number of “altcoin” [5] schemes
have been proposed to improve on Bitcoin’s deficiencies but not all drawbacks are adequately ad-
dressed. For example, all current cryptocurrency schemes focus on the payment transaction. But
payments are typically made in exchange for some service or good. Fairness of such an exchange
is a concern in any payment system but becomes significantly more serious in cryptocurrency sys-
tems where the identities of participants may not be known reliably and resolution of any subsequent
dispute may not be practical. A second drawback is linkability: it has been shown that Bitcoin trans-
actions can be de-anonymized [18]. This has led to alternative proposals such as zerocash [19] which
provide provable unlinkability of payer and payee but can only be realized as new “altcoin” schemes
(because otherwise the changes they would require to an existing cryptocurrency scheme like Bitcoin
would constitute a hard fork2).

Beyond financial technology, several other applications of distributed consensus have been mooted
ranging from co-ordination in autonomous systems (such as driverless vehicles and autonomous
robots) and supply chain management to sharing information in the Internet of Things (IoT). Sev-
eral considerations apply when deciding whether distributed consensus can serve as the basis to re-
alize a particular application. One important consideration is energy efficiency. Bitcoin and other
blockchains based on the notion of “proof of work” are notorious for their profligate use of energy.

1The number of full Bitcoin nodes in September 2016 is less than 6000. https://bitnodes.21.co/
2A hard fork is a protocol change that redefines what is considered a legal transaction/block [5].
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Similarly, classical Byzantine fault tolerant schemes leave a large energy footprint since every partic-
ipant is required to send and receive broadcast messages. We intend to develop consensus schemes
with better energy consumption characteristics.

2.4 Preliminary Results

As part of an exploratory research collaboration with NEC Labs Europe, we have begun preliminary
investigations of these research themes. An initial report [16] from this collaboration investigates
different ways to provide fairness for cryptocurrency transactions. It builds on the notion of optimistic
fair exchange pioneered by the PI during his doctoral research [3]. A second line of exploration in
this collaboration is beginning to investigate how trusted hardware can address the deficiencies of
distributed consensus schemes. This exploration leverages the extensive expertise and experience of
the PI and the research group in the application of hardware security mechanisms [2, 10].

3 Objectives and Expected Results
3.1 Objectives of the research

To advance the state of the art, BCon will pursue three interrelated strands of research: Strand I
seeks to identify and overcome limitations in current blockchain-based schemes, Strand II moves
beyond blockchains to investigate how classical consensus protocols can be reinvented by changing
the paradigm in which they operate, and Strand III draws on both of these to explore novel applications
of next-generation consensus schemes.

3.1.1 Strand I: Overcoming Limitations of Blockchain-based Consensus

Much of the interest/activity around blockchains focuses on new applications. It is equally important
to understand and precisely articulate limitations of this technology, which range from theoretical
impossibility results to practical challenges. Although blockchains appear to provide much better
scalability than classical consensus schemes, they do not provide the same theoretical guarantees as
discussed in Section 2.2. This leads to the following research question:

RQ-1 What are the precise guarantees provided by existing and proposed blockchain schemes?

On the other hand, practical challenges have already begun to emerge. As introduced in Section 2.2,
SPV is necessary for widespread Bitcoin use but appears to be unsustainable. Furthermore, SPV in
its current form is relatively inefficient, diminishes privacy, and may diminish security. As another
example, confirmation of a Bitcoin transaction is relatively slow due to the need to wait for the recom-
mended six subsequent blocks to ensure the block containing the transaction is unlikely to be dropped
from the consensus blockchain.

RQ-2 Are these practical challenges the result of fundamental limitations, or if not, what new
protocols and approaches can be developed to overcome them?

Objective and expected results: The primary objective of Strand I is to understand and articulate
limitations of blockchain schemes and, where possible, propose solutions to practical challenges
faced by these schemes. We expect to systematically characterize certain fundamental limitations of
blockchain schemes, and develop prototypes of practical solutions to selected current challenges.
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3.1.2 Strand II: New Paradigms for Scalable Consensus

As explained in Section 2.1, various limitations on scale and efficiency have held back the deployment
of classical consensus schemes. However, recent initial results have already shown that these limita-
tions can be overcome by changing the paradigm in which the protocols operate. For example, the use
of hardware security mechanisms [21] can reduce the minimum number of required participants from
3f + 1 down to 2f + 1. Combining this with other optimizations, such as speculative execution, can
also reduce the number of required protocol rounds [21] or the number of participants who must be
online [12]. Furthermore, the efficiency of consensus schemes has traditionally been analyzed mainly
in terms of theoretical metrics such as asymptotic complexity, but for real-world deployments, other
metrics are also relevant. For example, consensus protocols used among low-powered devices in an
IoT scenario should consider energy efficiency as a primary figure of merit.

RQ-3 Can scalability and energy-efficiency of consensus protocols be improved using hardware
security mechanisms? How?

A consensus computer [22] is a distributed framework that allows participants to agree on and enforce
arbitrary contracts. It can be seen as an abstraction on which distributed applications requiring co-
ordination can be built, irrespective of the underlying implementation of the consensus computer.
Some initial forays into combining blockchain-based consensus schemes and classical consensus
schemes have been made (e.g. [13]) but the design space has not been fully explored.

RQ-4 How can we fuse blockchains with classical consensus schemes to create a scalable, effi-
cient consensus computer?

Objective and expected results: The primary objective of Strand II is to enhance the scalability
and efficiency of classical consensus protocols by changing the paradigm in which they operate, and
to combine these with blockchain schemes to create a new type of consensus computer. We expect
to develop novel scalable and secure consensus schemes using hardware security mechanisms, and
combine these with blockchain schemes. Although ambitious, a successful design of a consensus
computer constitutes a significant scientific breakthrough as it will be a step-change in distributed
consensus and the types and range of novel applications that can be catalyzed.

3.1.3 Applications of Next-Generation Consensus

We plan to use real-world applications both as a source of requirements and as a means of demon-
strating the practical benefits of BCon.

RQ-5 What applications can benefit from next-generation consensus schemes, and how can
these benefits be realized in real-world systems?

Initially we expect to focus on two application domains: financial technology, and autonomous sys-
tems. In the case of financial technology, we will investigate how to provide fairness and unlinkability
guarantees for transactions in existing cryptocurrency schemes. For autonomous systems, our focus
will be on achieving rapid consensus among a potentially ad-hoc group of participants (e.g. drones or
self-driving vehicles), while minimizing energy requirements (e.g. for IoT applications).
Objective and expected results: Our primary objective in this strand is to explore potential applica-
tions of next-generation consensus and demonstrate them in real-world scenarios. We expect a survey
of candidate applications and a selection of technology demonstrators using these applications.
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3.2 Effects and impact beyond academia

Outside of academia, interest in blockchain-based consensus schemes is at an all-time high. With a
market capitalization of approximately 8.6 billion Euros, Bitcoin has certainly been noticed in the fi-
nancial sector.3 Here in Finland, there is significant academic and commercial4 interest in blockchains
and their applications. To the best of our knowledge, there is no active academic research in Finland
among security experts towards understanding the security of blockchain-based systems. Hence there
is no training and capacity building in Finland yet on information security/privacy aspects of
blockchains. We seek to change this with BCon via:

• Technology Transfer: The widespread commercial interest in blockchains, and in particular
NEC’s interest in our work, demonstrates the value of the proposed research to industry. Thus,
if successful, the commercial potential of BCon’s results is very high. We envisage follow-up
projects with industrial partners in Finland and abroad to transfer our results into practice.

• Capacity Building: By incorporating our cutting-edge research results into undergraduate edu-
cation, we will train the next generation of security experts to cater to the demand from Finnish
academia, industry, and the public sector for experts who can analyze and build security-critical
applications using blockchains and/or classical consensus.

3.3 Publication plan

We expect to publish our results in top-tier security conferences, such as ACM CCS, Usenix SEC,
IEEE S&P, and NDSS, as well as in top-tier distributed systems conferences, including ACM PODC,
and IEEE ICDCS. In addition, we will consider high-impact workshops, such as the BITCOIN work-
shop (co-located with FC), for dissemination of preliminary and intermediate results. We commit to
open access publishing by uploading all publications to well-known eprint servers (e.g. arXiv and
the Cryptology ePrint Archive), or institutional repositories as recommended by Aalto University.5

Where applicable, we expect to release software artifacts under suitable open-source licenses. Fi-
nally, we intend to hold a public seminar or lecture series to disseminate our results beyond academia
and engage potential end-users and the general public.

4 Research methods & material, support from research environment
4.1 Cross-cutting considerations

Some considerations and methodological approaches cut cross multiple research questions (and thus
tasks) in BCon. So far, we have identified two such such considerations:
Leveraging hardware security mechanisms: A common theme in BCon will be to exploit hard-
ware security mechanisms where available to improve scalability and security of consensus schemes.
For Research Question RQ-3 our initial approach will be to begin with consensus schemes like
MinBFT/MinZyzzyva [21] or CheapBFT [12] that operate on a hybrid fault model and explore how
their scalability and reliability can be improved by (a) minimizing the number of participants who
need to use trusted counters at any given time and (b) combining hardware and software counters se-
curely. Similarly for RQ-2 we will initially explore how alternatives to SPV can be designed by using
hardware security features to help align incentives for transactions involving lightweight clients.

In exploring how to benefit from hardware security mechanisms, deployability considerations will
be our guiding principle: for example, we will eschew solutions that would require all participants to

3http://bitcoincharts.com/bitcoin/
4e.g. http://www.coindesk.com/finnish-city-wins-2-4m-blockchain-shipping/
5openaccess.aalto.fi
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be equipped with secure hardware but rather look for solutions where a subset of participants equipped
with secure hardware can improve security and/or scalability of the system as a whole.
Energy efficiency: A notable drawback of both Bitcoin as well as classical consensus schemes is
their large energy footprint. Energy efficiency will therefore be an important consideration in BCon
for answering RQ-2 and RQ-3. For example, we will investigate the use of alternative communication
topologies [20] that can result in significantly more energy-efficient schemes than classical consensus
schemes that resort to indiscriminate use of broadcasts.

4.2 Methods

In BCon, we expect to use several standard methods typically used in systems security research.
Security protocol design, implementation and analysis: The primary method is designing proto-
cols, especially to answer RQ-2 and RQ-3, and analyzing their security. We will use well-known
prudent engineering principles for security protocol design. For analyzing the security of a given
protocol, we will use a suitable collection of techniques appropriate for that protocol, drawn from
cryptographic proofs, formal protocol analysis tools, and informal reasoning.
System design: Systems such as the prototypes resulting from answering RQ-5 or the framework
developed to answer RQ-3 consist of multiple components. Designing/analyzing individual protocols
or algorithms alone is insufficient to evaluate such systems, necessitating a system-oriented approach.
On the positive side, clever use of different subsystems can also help optimize the overall system.
Simulations, experiments and performance analysis: Real-life systems, like those resulting from
RQ-5 or the improvements we expect to develop in addressing RQ-2, are complex and not always
amenable to theoretical analyses. Simulations and real-life experiments are two ways in which they
can be evaluated rigorously.
Data collection, experimentation and data analysis: As a system-oriented project, BCon will not
require us to collect or use sensitive data. However, publicly available datasets such as the Bitcoin
Transaction Network data set6 could be used. In all publications resulting from BCon, we will ensure
reproducibility of our results by making any relevant data and tools available to other researchers.

4.3 Research infrastructure and support

Computing infrastructure: Aalto School of Science operates a computing cluster called Triton7,
consisting of 7000 CPU cores on a fast infiniband network. We expect to make extensive use of
Triton in simulations and experiments for evaluating our designs in BCon.
Industry collaboration: We have an on-going exploratory project with NEC Labs on how hardware
security primitives can be used to improve the scalability, efficiency, and security of distributed con-
sensus. We expect to continue our intensive collaboration with NEC Labs during BCon. This has
three types of benefits: First, collaboration with NEC researchers like Dr. Ghassan Karame who are
well-known experts in blockchain technology allows us to direct our research effectively; Second,
NEC may provide us a path towards exploitation of research results from BCon; Third, NEC is
a member of the Hyperledger project8 hosted by Linux Foundation; it can be an avenue to channel
our research results to Hyperledger. We are part of Intel Collaborative Research Institute for Secure
Computing9 where we do cutting-edge platform security research with our collaborators in Intel Labs
and TU Darmstadt. Our platform security advancements such as control-flow attestation developed
at ICRI-SC [1] will feed into BCon. Intel is a premier member of the Hyperledger project.

6http://compbio.cs.uic.edu/data/bitcoin/
7http://science-it.aalto.fi/resources/
8https://bitnodes.21.co/
9http://www.icri-sc.org
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4.4 Risks and mitigation

Given the ambitious objectives in Section 3, it is natural to expect risks. Table 1 summarizes the
currently foreseen risks and our proposed mitigation. We consider the identified milestones (Table 2)
as our critical points for success and use them throughout the project to monitor and update the list of
risks, and correct course if needed.

Risk & Likelihood Mitigation
Use of hardware security mechanisms does not lead
to expected improvements in blockchains and
consensus schemes.

Likelihood: Low (M2 & M4)

(a) Use this negative result to demonstrate new
impossibility results or establish lower bounds (e.g.
on scalability or efficiency). (b) Explore other
approaches, such as new cryptographic techniques,
to achieve similar improvements.

Quantifying and evaluating energy efficiency
becomes impractical due to high variability and
many external factors.

Likelihood: Medium (M1 & M3)

(a) Use published data or measurements obtained
by others to evaluate energy-efficiency in specific
contexts. (b) Evaluate protocols using other
important real-world metrics, such as number of
required cryptographic operations.

Implementation of the combination of blockchains
and consensus schemes proves to be impractical
using current blockchain technologies.

Likelihood: Low (M3 & M5)

(a) Determine the most efficient approach
realizable using current technologies. (b) Define
requirements for new blockchain technologies
needed to support the optimal consensus computer.

No new application scenarios identified for use as
technology demonstrators.

Likelihood: Medium (M2, M4 & M6)

(a) Apply our improved consensus techniques to
existing applications. (b) Explore other use cases
proposed by our research partners.

Table 1: Risks and mitigation

5 Ethical issues
As a systems security project, we do not foresee any significant ethical issues. The primary approach
will be the design, implementation and validation of protocols and systems where the validation will
consist of security and performance evaluations. We may use publicly available external datasets for
some of the evaluation activities but will neither need nor resort to accessing or inferring sensitive
data about individuals.

6 Implementation: schedule, budget, distribution of work
We will structure BCon into three work packages and five interrelated tasks. At milestones throughout
the project we will evaluate progress and do necessary course corrections as outlined below.

6.1 Tasks, Milestones and Timetable

Work Package 1: Improving blockchain-based consensus schemes

T-1 Limitations (m0 - m12): Systematically identify limitations and challenges faced by exist-
ing/proposed blockchain-based consensus schemes, and identify selected limitations that can
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Figure 1: Tasks and Milestones

be improved. This may result in a standalone survey paper or its results may be integrated into
papers resulting from T-2.

T-2 Improvements (m4 - m24): Design, implement, and evaluate selected improvements, with an
initial focus on improving the performance and incentives of SPV. However the choice will be
finalized at the end of T-1. Each such improvement will result in a prototype and a publication.

Work Package 2: Scaling up consensus schemes

T-3 Efficient consensus for hybrid fault model (m0 - m28): Design, implement, and evaluate a suite
of techniques to achieve secure, scalable classical consensus by leveraging hardware security
mechanisms. This will result in one or more publications.

T-4 Scalable secure “consensus computer” (m12 - m32): Combine results from T-2 and T-3 to form
a unified consensus framework and develop a prototype implementation thereof.

Work Package 3: Applications

T-5 Survey, design, and implement applications (m8 - m36): Systematically survey potential appli-
cations. Design, implement and evaluate selected applications on top of the framework devel-
oped in T-4. The initial focus will be on two financial technology applications: (a) providing
fairness, and (b) providing unlinkability to cryptocurrency transactions. Other potential appli-
cation domains include co-ordination in autonomous systems.

Milestone Tasks Description Time
M1 T-1 Draft T-1 survey m4
M2 T-1, T-2, T-3, T-5 Final T-1 survey; T-2 improvement plan; T-3 design of consensus

in hybrid model; draft T-5 application survey
m12

M3 T-2, T-3, T-4, T-5 T-2 & T-3 draft prototypes; draft T-4 consensus computer design;
draft T-5 selection of potential applications

m16

M4 T-2, T-3, T-4 Final T-2 prototypes; draft T-3 evaluation; draft T-4 prototype m24
M5 T-3, T-4 Final T-3 report; draft T-4 evaluation m28
M6 T-4, T-5 Final T-4 prototype; draft T-5 prototypes m32
M7 T-5 Final T-5 prototypes m36

Table 2: Planned Milestones

In Table 2 we identify several milestones during the project which we will use to make any necessary
course corrections. Figure 1 summarizes the timing and dependencies of tasks and milestones.
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6.2 Project Research Team

Table 3 shows the resourcing plan for BCon. The research team will be led by the PI (Prof. Asokan),
who brings broad experience in security and distributed systems, and the postdoctoral researcher (Dr.
Paverd), who brings expertise in hardware security mechanisms and protocol analysis. In addition,
we will have two doctoral students whose dissertations will form the core of the work done.

Researcher Description
N. Asokan PI (40%, 3 years) will lead T-1 & T-5, contribute to all tasks and lead the project.
Andrew Paverd Postdoctoral Researcher (full time, ∼2.4 years) will lead T-2, T-3 & T-4 and contribute

to all tasks with a focus on hardware security mechanisms.
Jian Liu Research Assistant - PhD student (full time, ∼1.4 years) will contribute to all tasks (em-

phasis on T-1, T-2 & T-5 with a focus on applied cryptography.
NN Research Assistant - PhD student (full time, ∼2.4 years) will contribute to T-3, T-4 &

T-5 with a focus on distributed systems.

Table 3: Research Team

7 Research team and collaborative partners
7.1 Department of Computer Science, Aalto University

Department of Computer Science at Aalto University is a premier center for computer science re-
search and education in Finland. It provides excellent basic computing and networking infrastructure
needed for the project. There are over 44 professors and over 400 researchers and staff. The de-
partment offers a major in Security and Mobile computing for MSc students. In the past, as part of
the EU-funded Erasmus Mundus MSc program in Security and Mobile Computing (NordSecMob)
involving five universities in the Nordic region, top international students of outstanding academic
quality came to Aalto University to specialize in Security and Mobile computing. Aalto University
expects to attract the same caliber of students in the future thanks to the scholarship scheme arranged
under the auspices of the newly established Helsinki-Aalto Center for Information Security (HAIC)10

under the direction of the PI.

7.2 Secure Systems Group

This project will be led by the Secure Systems Group at Aalto University. This group emphasizes
the balance between security, usability and deployability in building secure systems. The importance
of this balance is only recently starting to be recognized among academic security researchers [4].
The group already has extensive experience in the field of platform security, and in particular, the
use of hardware security mechanisms. In BCon, the cross-cutting theme of using hardware security
mechanisms is therefore well-aligned with this existing experience.
N. Asokan is a Professor of Computer Science at Aalto University and is well-recognized for his
contributions to security protocols and mobile security. He has contributed to various standardization
activities and has led several successful technology transfers at Nokia and IBM. His research results
are widely deployed (like “Secure Simple Pairing” protocols used in all current Bluetooth devices)
and widely cited (such as the work on “Optimistic Fair Exchange”). He serves as an associate editor
of IEEE Security & Privacy and Proceedings of PETS. Previously he served on editorial boards of
several publications including ACM TISSEC, the premier security research journal. He led and served
on numerous technical program committees and conference steering committees. He was recently

10http://haic.aalto.fi/
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named an ACM Distinguished Scientist and has won a Google Faculty Research Award. Asokan has
supervised several postdoctoral researchers, doctoral students as well as senior industrial researchers,
both in academia and while building up a world-class industrial research group in security at Nokia.
Andrew Paverd has completed one year of postdoctoral research with the Secure Systems Group
at Aalto, during which time he collaborated on various projects in the area of platform security, es-
pecially using hardware security mechanisms. He obtained his DPhil (PhD) from the University of
Oxford, under the supervision of Profs. Andrew Martin and Ian Brown. His doctoral thesis centered
on the use of trustworthy hardware and remote attestation to enhance privacy in emerging commu-
nication systems, such as the smart energy grid. In addition to system design, this also included a
significant element of security protocol analysis using formal methods. His doctoral research laid
the foundations for a new research project at the University of Oxford, funded by Intel Corporation.
Andrew is advising several MSc and doctoral students.
Jian Liu received his MSc degree from the University of Helsinki and is continuing his research
as a doctoral student supervised by the PI at Aalto. His previous research into using cryptographic
technologies to enhance cloud security services was published in ACM CCS 2015. His focus is now
on using cryptographic technologies to improve blockchains and distributed consensus.
NN A new PhD student with expertise in distributed systems will be recruited to work on BCon.
International and national research co-operation: The PI has been laying the groundwork for the
research theme of blockchains and distributed consensus with leading researchers around the world.
In particular, we have been or expect to be working closely with: Dr Ghassan Karame (NEC Labs
Europe) in overcoming the limitations of blockchain schemes (e.g. T-2) and developing solutions for
scalable distributed consensus (T-3); Prof. Srdjan C̆apkun (ETH Zurich) on improving real-world
blockchain systems (T-2) and developing new applications (T-5); Prof. Paulo Verissimo (University
of Luxembourg) on building efficient consensus schemes (T-3) and the consensus computer (T-4);
and Prof. Hong-Sheng Zhou (Virginia Commonwealth University) on overcoming limitations of
blockchain schemes (T-2) and designing new applications (T-5).

Beyond these collaborations, the PI has a wide research collaboration network around the world
including close ties both within academia such as Technical University at Darmstadt (Profs. Ahmad-
Reza Sadeghi and Michael Waidner), Bar Ilan University (Prof. Benny Pinkas), University College
London (Dr. Emiliano De Cristofaro), Oxford University (Profs. Ivan Martinovic and Andrew Mar-
tin), University of Alabama at Birmingham (Prof. Nitesh Saxena), and University of California,
Irvine (Prof. Gene Tsudik); and with the industry groups such as Palo Alto Research Center (Dr.
Ersin Uzun), Trustonic (Dr. Jan-Erik Ekberg) and Intel Labs (Dr. Matthias Schunter). Naturally, the
group also collaborates with groups within Finland, at Aalto University (Profs. Stavros Tripakis and
Tuomas Aura), at University of Helsinki (Profs. Sasu Tarkoma, Valtteri Niemi and Giulio Jacucci)
and Tampere University of Technology (Prof. Billy Brumley).

8 Research careers, and researcher training
The project will develop a new area at the intersection of security, and distributed systems. This
provides us ample opportunities for researcher training. The postdoctoral researcher is an expert in
platform security, in particular trusted computing. By the end of the project, he will have acquired
in-depth expertise in distributed systems and will be well-placed to propose continuation projects as a
PI himself. The PI and the postdoctoral researcher will guide the research assistants in their doctoral
research. The project is expected to lead to two doctoral dissertations and several MSc theses.
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9 Mobility plan for the funding period
Table 4 shows the plans for international research visits to research groups with which we will collab-
orate in BCon. This will provide both training in interdisciplinary research as well as leveraging the
PI’s contacts to open the way for the researchers to build their own contact networks to help in their
subsequent careers. Each visit has a concrete goal, as shown in Table 4, that ties in with the project
plan. Two thirds of the visits are scheduled to take place within the first half of the project so as to
strengthen the collaborations as early as possible.

The planned research visits are to receiving organizations and hosts that are outstanding leaders
in the fields of security and distributed systems. The visits will expose all three researchers to world-
class research leaders like Profs. C̆apkun (system security) and Verissimo (distributed systems) and
emerging stars like Prof. Zhou (cryptography) and Dr. Karame (blockchains) providing the opportu-
nity for the researchers to collaborate with and learn from them. Researchers will also benefit greatly
by spending time in a top-tier university like ETH Zurich and a leading multinational company like
NEC. All planned visits have been agreed with the hosts in the receiving organizations (invitation
letters are attached to the application). The receiving organizations and hosts stand out as leaders in
this field.

Institution Host Description Timing
NEC Labs Dr. G. Karame Outgoing: extended (T-2,T-3, Paverd)

+ short (T-3, NN)
2017, 2019

ETH Zurich Prof. S. C̆apkun Outgoing: short (T-5, Paverd) 2019
U. Luxembourg Prof. P. Verissimo

Prof. N. Asokan
Outgoing: extended (T-3,NN) +
Incoming: short (T-4, TBD)

2018

VCU Prof. H-S. Zhou Outgoing: short(T-2, Liu) 2018

Table 4: Plan for researcher mobility
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