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" New cloud-connected loT appliance has no owner or domain, no credentials
for cloud or Wi-Fi
" Needto

o Connect the device to access network

\

— EAP-NOOB does both

o Register the device to AAA server/cloud _

" Security from a single user-assisted out-of-band message between peer
device and AAA server
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Protocol for new devices: = OOB step not repeated. Reconnect

1.Initial exchange in-band: exchange for rekeying, algorithm upgrade

ECDH over EAP " EAP method implemented only in

2.0ut-of-band step: one user-assisted AAA/cloud server and peer devices

message, in either direction " No changes to the Authenticator (AP)
3.Comp|eti0n exchange in-band: " No new code in access-network AAA server
authentication and key confirmation = Implemented with Linux wpa supplicant
over EAP and hostapd (server). Available on github.
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loT appliances

= Contact: mohit@piuha.net, tuomas.aura@aalto.fi,

A' shivapt@stud.ntnu.no, raghavendra.mudugoduseetarama@aalto.fi FRZY
l = Specification: https://tools.ietf.org/html/draft-aura-eap-noob-02

Aalto University  ® |mplementation: https://github.com/tuomaura/eap-noob
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