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Introduction 
The field of machine learning has progressed and matured considerably in the past decade, and now 

provides numerous general frameworks for solving various types of data analytics problems. For any 

particular applications, however, there will most likely not exist a one-shot solution, and manual work is 

required in selecting and refining models for the application. In addition, care must be taken when 

gathering data to use to ensure that unintended biases do not appear, and that the data is in a form that 

enables the machine learning techniques to identify relevant information. As such, further research 

incorporating domain experience is often necessary to reach the best possible results. 

Several of the scenarios in WP1 rely on data analysis solutions to enable significant parts of their 

functionality. In order to be effective, the developed machine learning technologies must satisfy the 

requirements imposed by the surrounding scenario. 

The research in this work package focuses on three areas: image analysis for website reputation 

services, user and traffic profiling for anomaly detection, and path loss estimation for fake base station 

detection. 

Each task will require the development of suitable machine learning methods, following certain 

specifications. These include the ability to deal with potentially large amounts of data with specific 

structure in a reasonable time on intended hardware. Scalability is an important factor, as the methods 

should be adaptable to the availability of different amounts of data and computational resources. Most 

importantly, the computational models must return meaningful (interpretable and actionable) results 

with satisfactory levels of accuracy. 

Image Analysis for Website Reputation Services 
The WP1 Scenario 06 “Web Content Analysis for Security Applications” describes a service concerned 

with a set of possibly offensive or inappropriate categories like “Adult”, “Violence” or “Smoking”. The 

service labels webpages belonging to any of them, and uses the labels for content filtering based on 

security policies or user preferences. The task is set as webpage categorization with 20 pre-defined 

target categories; F-Secure provides a large training set of manually labeled websites for the task. The 

currently deployed service consists of a large set of various classification and filtering tools such as 

whitelists, blacklists, text analysis tools, etc. Its performance is lacking for new/unknown websites with 

little text, and for websites in less common languages. The proposed solution is to develop a 



categorization tool based on image content analysis and merge it into the service; it is the research topic 

for this part of the CloSer project. 

The requirement for making a practical use out of research results direct the research path. It comprises 

two directions: a stable and an exploratory. The stable direction is based on promising results of 

previously tested ideas [1]. It addresses the discovered problems and limitations, such as the use of 

proprietary non-free SIFT image features [3], missing image normalization in SIFT implementation that 

complicates between-images comparison, and insufficient performance of the proposed methodology. A 

successful implementation is made feasible by recently developed fast and open-license image features 

like DAISY [4], possibility of using first layers of deep convolutional networks for building custom 

features surpassing SIFT in performance, application to language processing techniques to image mining, 

and generally better scientific programming tools available for pipelined and distributed experiment 

setup. It extracts all kinds of image files from a webpage, and predicts label probabilities for each file. 

Furthermore, explicitly modeling the classification uncertainty via prediction intervals [5] helps to 

distinguish confident predictions from random guesses. Predicted classes with enough confidence are 

reported as predicted webpage labels. 

The exploratory direction seeks to apply the latest research in object detection with convolutional deep 

neural networks [6] for the problem in question. This task is complicated by the fact that only webpage 

labels are available, while typical object detection with deep networks requires object boundaries within 

images. The proposed solution consists of two parts: detecting and bounding relevant objects in the 

training dataset (with weakly supervised object detection approach [2]), and training an object detection 

deep convolutional network that finds relevant objects on a whole webpage rendered as a single image. 

With a perfect oracle that detects all image objects on a webpage that represent the target class, its 

reputation is derived trivially from the number of detected objects of significant size. This approach also 

avoids problems with small non-informative images of decorative elements, non-extractable images like 

video previews or images in containers, and generally is closer to how human users perceive web 

content. However, the implementation is much more complex and success cannot be guaranteed.  

Short Term Work Plan 
Goals of the stable research direction are reachable in the short term (4-6 months). They cover 

development of a flexible image classification model, and solving the problem of integrating its outputs 

(with text-based predictions) into a website reputation engine, together with other practical issues. The 

short term plan concludes with the creation of a demo prototype of the website reputation tool. 

1. Obtain and prepare a training dataset from F-Secure 

2. Prepare an environment for image labeling (including prediction intervals) from arbitrary image 

features, with automated re-training and testing on new datasets 

3. Implement an image labeling system based on local image features, evaluate its performance 

4. Implement an image labeling system based on features from convolutional neural networks, 

evaluate its performance and runtime speed 

5. Integrate the image-based method with text-based predictions to complement insufficient 

performance on webpages which have little or irrelevant images but enough text 

6. Provide scalability on multi-core server machine by processing different images in parallel 

7. Implement a mechanism for an adjustable False Positive rate 

8. Allow updating the model with new training data without full re-training 



9. Create a working demo of the image labeling system 

Long Term Work Plan 
The exploratory research direction focuses on advanced image analysis that starts after a demo 

prototype is ready, and lasts until the end of the project. These methods promise better performance at 

a cost of having higher algorithmic and implementation complexity. Any successful algorithm is 

published as a scientific journal paper, and integrated in the demo tool mentioned above. Hardware 

support is provided by GPU lab in Arcada, and CSC resources. 

1. Create a system for semi-supervised image object detection with small amount of manually 

labeled data and huge number of images with per-image labels 

2. Evaluate the feasibility and performance of semi-supervised object labeling system 

3. Deploy an openly licensed convolutional deep neural network tool for object detection,  

that is trained on a large set of labeled and bounded image objects 

4. Evaluate performance and feasibility of the object-based system using whole rendered webpage 

as input 

5. Publish a journal paper about achieved results 

User and Traffic Profiling for Anomaly Detection 
The data analytics research related to the WP1 Scenario 05 “Differential Anomaly Detection” concerns 

anomaly detection systems on two levels: 

(a) endpoint level, where data is generated by user actions, and collected as a log of events on a 

Windows PC 

(b) network level, where the data is from network traffic, gathered from metadata of internet 

packets at the router 

From a data analysis perspective, both situations share similarity in data structure (a stream of 

timestamped events with some metadata attached) and in the absence of clear connections between 

events in the collected data. 

User Profiling 
User profiling is complicated by data privacy issues, and the very limited data availability caused by 

them. For that reason, the original task of user profiling for intrusion detection is not feasible, as there is 

no access to sufficient amount of training data. The task is re-formulated as user profiling and anomaly 

detection, with possible outputs of “normal” behaviour (and its type: basic user, power user, developer, 

administrator, etc.) or “anomalous” behaviour (of unknown kind).  

Traffic Profiling 
A traffic profiling system detects anomalies in normal traffic, and tries to fit them in one of previously 

observed attack patterns. If an anomaly does not correspond to any known attack type but is still 

labeled as an attack (by a human expert), the system extracts the smallest set of representative features 

that encodes this new attack type and allows its fast automatic recognition. Profiling traffic differs from 

user profiling mostly in feature extraction step. It poses similar privacy challenges and data access 

limitations. 



Proposed Solution Approach 
The proposed solution is based on building a knowledge base or a knowledge graph. It enables 

additional knowledge base completion methods, that fill a very sparse database of observed behaviors 

with all possible behaviors of the same type. An additional requirement of the model is user 

anonymization: it must be impossible to reverse engineer the training model and reconstruct behaviors 

of particular users. Available solutions for this include omitting parts of data, or adding artificial data. 

Creating a privacy-preserving model will enable a possibility for researchers to work with real data in the 

future. 

Requirements for user profiling system: 

1. Deploy data collection tools on personal computers of Arcada researchers, and collect data that 

can be used for training by the researchers themselves with little privacy concerns 

2. Build model that represent typical user behavior 

3. Keep track of different categories of users: common, developer, administator 

4. Classify given behavior as “typical”/”anomalous” based on whole model 

5. Classify given typical behavior as one of the categories in the model 

6. Anonymise user behavior that is included into model, such that it is impossible to extract the 

behavior of particular users from a trained model 

7. Perform “model completion” by generating and adding possible typical behavior to the model 

Requirements for traffic profiling system: 

1. Obtain human-labeled dataset provided by Nokia 

2. Implement data preprocessing by trafic filtration via protocol analyser 

3. Deploy Self-Organizing Maps (SOM) for tagging vulnerable protocols at application layer 

4. Allow for dynamic model updates 

5. Detect new unknown types of attacks by analysing anomalies in traffic 

6. Select smallest set of dynamic features to recognize the same type of attack again 

7. Compare and/or combine different algorithms for feature selection, i.e. neural networks and 

genetic algorithms 

8. Test with malicious data, and with a mix of malicious and benign data 

9. Create a working prototype for SDN 

10. Create a working prototype for IoT network (drones, digital health) 

Path Loss Estimation for Fake Base Station Detection 
Fake base stations have the possibility to track users of any connected devices in the vicinity, and spy on 

their communications [7]. This is in large part possible due to compatibility expectations of all devices 

and networks to downgrade to legacy 2G protocols when requested, and the limited security features 

included in the 2G standards [8]. In particular, the network does not authenticate itself. As such, a 

device has very limited possibility to determine whether a base station it is connecting to actually 

represents the network it claims. A relevant differentiating factor is that fake base stations are often 

smaller and cheaper than legitimate installations, and specifically provide less transmission power. The 

signal strength is one feature which can reliably be measured by a mobile device. 



In the WP1 Scenario 04 “Fake Base Station Detection using Cloud Services”, a scheme for distinguishing 

authorized base stations from fake ones is described. A key point is accurately estimating the path loss, 

i.e., loss of signal power from the base station to the mobile device. Knowing the path loss enables 

calculating the distance to the base station, and monitoring this information when moving in an area 

allows the device to use triangulation to estimate the location of the base station and its transmission 

power. The data would then be compared to a database of known base stations to determine whether 

the claimed identity of the base station is accurate. 

The path loss in free space can be calculated from first principles, but in practice, the attenuation is 

highly affected by the surrounding physical environment. In this work, we propose to use machine 

learning to improve the path loss estimation, so that it not only uses traditional parameters (height of 

the antenna, power, frequency) but also takes into account the architecture/topology of the land 

surrounding the antenna and the device. 

Previous approaches to path loss estimation include statistical modeling approaches such as the 

Okumura-Hata model [9] and others (shadow fading, multipath fading, exponential distribution). Certain 

considerations are taken into account such as; type of environment, and type of antenna used. 

Environment in this sense translates to the area type, and as such could be large or dense city, medium 

or small size city, sub-urban, rural or open area, all of which influence the parameters and calculation 

differently. The Okumura-Hata Average path loss is given as 

𝐿50(𝑑𝐵) = 𝐿𝐹 + 𝐴𝑚𝑢(𝑓, 𝑑) − 𝐺(ℎ𝑡𝑒) − 𝐺(ℎ𝑟𝑒) − 𝐺𝐴𝑅𝐸𝐴 

where 𝐿50 is the 50 percent value of propagation path loss (median), 𝐿𝐹 the free space propagation loss, 

𝐴𝑚𝑢(𝑓, 𝑑) the median attenuation relative to free space, 𝐺(ℎ𝑡𝑒) the base station antenna height gain 

factor, 𝐺(ℎ𝑟𝑒) the mobile antenna height gain factor and 𝐺𝐴𝑅𝐸𝐴 the gain due to environment. 𝑓 and 𝑑 

are respectively the operating frequency (150MHz-1500MHz in the original Okumura-Hata model and 

1500MHz-2000MHz in the new extension of same model called COST-231) and distance between 

transmitter and receiver in kilometer. 

As can be seen from the Okumura-Hata model, the current heuristic models are exactly that: highly 

heuristic. While these may be sufficient for rough approximations of the path loss, we are actually 

interested in improving here the quality of these estimations, in order to provide a higher accuracy for 

the calculations based on this path loss value. There is a current attempt, in this research field, to use 

raytracing to simulate the path loss (among other things). But raytracing takes a lot of time and CPU 

power, and would most likely be prohibitive in our case (where most of the processing should/could be 

done on the device). We want to achieve this goal differently. 

One way to achieve this is by modeling the nonlinear diffusion function coming from the base station: 

depending on a number of factors (such as spectrum band, height of the antenna, emitting power), the 

path loss distribution can fluctuate. 

In this work, we want to produce a model that takes such parameters into account and predicts properly 

the path loss when at a certain distance from the base station. This first step does not account for the 

topology of the land, nor the urban density, and will assume a perfect environment (free of any extra 

perturbation). 



In addition, and as a second initial step, we want to incorporate the urban density into the prediction, 

but this time, in the form of a map of the surrounding buildings; this will possibly be complimented with 

extra information about the buildings in due time, such as type of structure (concrete, metal, glass, etc.). 

The goal is to have a Machine Learning based model which is able to predict properly the distribution of 

the path loss in the first place, when the surroundings of the base station are perfectly unobstructed, 

and then can also take as extra input the map of the surroundings (with relevant extra details) and 

predict properly the losses created by the architecture surrounding the base station. 

We propose here two stages of the work, based on initial findings and research: some short term goals 

to determine the feasibility of this work, as well as a longer work plan, to test the models and obtained 

methodologies on real data and have an actual implementation for real-life testing. 

Short Term Work Plan 
The initial work items for the short term plan (4-6 months) are the following, and stand as a de-risker for 

the whole plan: if several of these items turn out to be impossible or too difficult, the longer term plan 

should be avoided or re-thought heavily. 

1. Generate realistic (following current OkumuraHata models, e.g.) “toy data” for learning a 

machine learning model. 

2. Survey and analyze which models would be appropriate for such modeling and be able to take a 

future map input: maps can be large, complicated to represent in a consistent manner for a 

machine learning tool to use efficiently. 

3. Consider how to process the map information about the buildings and streets for better 

handling by the model. 

4. Make assumptions concerning building’s absorption profiles and encode them into a “toy map” 

for initial testing. 

5. Test and refine the models to obtain a proper model that takes the map input properly into 

account. 

Given that a sufficient number of these work items are completed, it is probably worth getting started 

on the initial items of the longer work plan, as some items, such as data collection, could be long to 

perform. 

Longer Term Work Plan 
The following work items will be in the longer term work plan (6 months away from the start of the 

work, and expected to last 6 months as well, roughly): 

1. Collect data in the field; this implies finding out if normal equipment is sufficient given the 

expectations on the precision of the measures. 

2. Check the accuracy of the models used so far on toy data, with the real data. 

3. Start using real cartography and real data as input to the model and verify the quality of the 

estimations versus the measurements. 

4. Are the calculations doable on the user equipment? 

5. Code a simple software that can perform these calculations on the user equipment. 



The reason for the 6 months period is that the data collection can be very time consuming, especially if 

the hardware available is not sufficient for some reason. Also, coding the software for the user 

equipment platform could turn out to be time consuming. 

Requirements 
The work will result in a novel machine learning algorithm capable of handling the required inputs for 

highly accurate path loss estimation. Specific requirements for the model are: 

1. Considerably more accurate estimation than the Okumura-Hata model 

2. The model should be able to adapt to varying detail level of map 

3. The estimation should run on handheld devices with limited computing power 
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