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   Use room impulse response (RIR) to thwart relay attacks in proximity-based         
   authentication for commodity devices 

§  Security: location characteristic dependent (room volume, physical objects) 
§  Ease-of-deploy: using COTS devices to record RIR, does not require specific hardwares 

Advantages 

§    Mitigate relay attacks in proximity-based 
authentication for commodity devices 

§   Independent from ambient noise 

§   Energy efficient 

Room Impulse Response 

Play an exciting signal (full-band chirp) and 
record it within a closure space. 

 
System Model 

    

 

Results 
§  Single device: >80% accuracy  
§  Multiple devices: requires a better calibration for 

loudness of input signal. 

 

    

 

Co-presence detection using  
room impulse response [1] 

RIR approach advantages: 
•  Energy efficient 
•  Independent from ambient noise 
•  More difficult for relay attackers 
•  It is possible to capture RIR using COTS 
devices 

[1] Hien Truong, Juhani Toivonen, Emmanuel Vincent, Sasu Tarkoma, N. Asokan 
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Challenges and solutions: 
•  Record RIR with commodity hardware: 
clipping, harmonic distortion 
•  Hardware variants: frequency responses 
and loudness of microphones, speakers  

Results: 
•  Work for a single device 
•  Cross-devices: in progress 

Features: 
•  Reverberation time (RT60) 
•  Direct to reverberation ratio 
•  Echo (late reverberation) 

Challenges 

§    Unexpected effects: clipping, harmonic distortion 

§    Differences in frequency responses and loudness of 
microphones, speakers  

Solutions 
 
§  Use 3 features on frequency domain: RT60, Direct-

to-Reverberation ratio, Echo 
§  Analyse features on different frequency bands 
§  Automatic calibration 

Recorded Signal 

Room Impulse Response 


