
 

The text shown to the user when joining the “Freedome for CloSe” Google group:  

Hi!  

We are happy that you chose our Freedome app to secure your online activities. We hope you will like it. 
We do. But, we also want to make it even better.  

Hence, this version of Freedome is dedicated for assisting in research on the subject of “protection 
against online threats”. The research is a part of the Cloud Security Services (CloSe) research project and 
is funded by TEKES and Academy of Finland. 

In short, the above means that: 

a) The service is free for you to use  
b) You may use the service for free as long as the research project is running. The project is 

estimated to last at least until June 2016 and likely longer. 
c) We collect some data from your online activity for research purposes. [see below] 

Hoping for safe online experience and your contribution. 

 

What we collect and what we do with it. 

Who is 
collecting the 
data 

F-Secure Oyj (Business ID 0705579-2), Tammasaarenkatu 7, 00181 Helsinki, Tel. +358 
9 2520 0700  
 

Name of the 
registry   

 Freedome Cloud Security Services research version 

What is 
collected and 
why 

This document complements the Freedome Privacy Policy and describes the kind of 
information that is collected for research purposes of the Finnish national research 
collaboration Cloud Security Services project (CloSe). F-Secure also uses the data to 
improve our capability to fight online threats and the quality of our services. Read 
more about research here. 

We are NOT collecting the actual content of your communications, content of target 
websites, or what you are actually sending to the net (such as uploading photos or 
writing text). 

We DO collect data from the online activity (browsing, app use) done through this 
service to learn ways of detecting online attacks, leakage of private information, 
unwanted tracking, and similar. 

https://www.f-secure.com/en/web/legal_global/privacy/freedome
https://wiki.aalto.fi/download/attachments/97621003/CloSe.pdf


We are only focusing on collecting the above data on a) what is downloaded to your 
device and b) what your device is sending without your knowledge. In technical terms 
this means that we collect IP addresses, port numbers, protocols, file types, target 
domain names, URL structures and data, whether your device is hijacked for joining a 
botnet, detecting visits to malicious websites and malware downloads. 

We do get your device IP, but to protect your privacy, we will never use it to connect 
to you. 

It sometimes may be possible to identify a person based on their traffic through de-
anonymization techniques. We have no interest to even try to do so and we further 
purge the collected data on six month intervals to erase any trace of possibly 
identifiable online activity history. 

Sources of 
Information 

We only collect data from your online activity when you are using Freedome service.  

Regular 
destinations of 
disclosed data. 

The data is collected by F-Secure and shared to other participants of the research 
collaboration project only for analysis. Such sharing is done in a controlled 
environment and subject to non-disclosure agreement. 

The other participants are University of Turku, Aalto University, Arcada University of 
Applied Sciences, University of Helsinki, Nokia Oyj, and Trustonic. 

Any external parties may only be given aggregate statistics. 

International 
transfers. 

Data analysis only takes place in Finland. The servers, which this version of Freedome 
connects to, are located in the EU. 

Security  
   
 
  

Only limited number of named researchers, who signed a non-disclosure agreement, 
in the CloSe research consortium are given access to raw data.  Only dedicated 
computers on F-Secure’s premises are used for handling raw data. 

Contact 

If you have any questions or concerns relating to your personal data, please contact: 
F-Secure Corporation, Tammasaarenkatu 7, PL 24, 00181 Helsinki, Finland 

http://www.f-secure.com/en/web/home_global/support/contact 

Changes  
  

In case of changes, F-Secure also updates this description to retain it up to date. 

 

http://www.f-secure.com/en/web/home_global/support/contact

