
Work package 6: Unified design

Generally speaking, cloud resources include computing capabilities, memory
and storage. When a user decides to use the cloud for the information pro-
cessing the threats arise in several places, starting from user devices where
malicious software could lead to sensitive data losses, or resources abusing
(i.e. when a device is used as a bot in a botnet), to the cloud infrastructure.
Certain security requirements sometimes contradict with the cloud provider
practices. For example, encrypting the data before storing it in the cloud
service prevents efficient deduplication that is desirable by the provider in
order to minimize the resource usage. Using trusted hardware in order to
provide hardware guarantees to the user might reveal important infrastruc-
ture details to the cloud user that the service provider would otherwise want
to keep opaque.

Different work packages addressed different problem aspects and devel-
oped solutions for specific cloud usage scenarios and applications. Work
package 5 studied the cloud infrastructure networking and provided tools
for building Docker based cloud solutions. Algorithms developed in work
package 4 help protecting the user device from being infected with malware.
Work package 3 focused on detecting malicious activity in the network, and
work packages 1 and 2 developed particular applications for cloud scenar-
ios, in particular privacy preserving database queries, and encrypted data
storage that supports deduplication.

Thus the overall architecture covers all the patterns used in the cloud
environment. Starting with protecting user devices from malware where
risks of getting access to sensitive information are high, CloSe developed
methods to upload only encrypted data to potentially untrusted cloud service
provider, while still allowing efficient use of cloud resources via deduplication.
In addition to classifying the software for being malicious using machine
learning methods, privacy preserving queries to a malware database can be
executed either by the means of cryptographic protocols or using trusted
hardware.

The secure intermediary is a complex collection of algorithms, protocols
and applications that is integrated in all parts of the cloud communication
platform, from user devices to network security and the cloud infrastructure
secure design and implementation.
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